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802.11 WIRELESS SECURITY IN BUSINESS NETWORKS

With the increasing deployment of 802.11
wireless networks in business environ-

ments, IT organizations are working to

implement security mechanisms that

are equivalent to those existing today
for wire-based networks. An important

aspect of this is the need to provide se-

cure access to the network for valid users. Existing
wired network jacks are located inside buildings already
secured from unauthorized access through the use of
keys, badge access, and so forth. A user must gain
physical access to the building in order to plug a client
computer into a network jack. In contrast, a wireless ac-
cess point (AP) may be accessed from off the premises
if the signal is detectable (for instance, from a parking
lot adjacent to the building). Thus, wireless networks re-
quire secure access to the AP and the ability to isolate
the AP from the internal private network prior to user au-
thentication into the network domain.

This article begins by discussing the basic access con-
trol methods that form the basis of the 802.11
architecture. These methods are best suited to small
networks with low-to-medium security requirements.
The article then presents the more-robust virtual private
network (VPN)-based security solution that provides
better security and scales well to large networks. The
article concludes with a possible future solution based
on the upcoming 802.1X security standard, which en-
ables port-level access control.

Basic 802.11 Security

There are currently three basic methods to secure ac-
cess to an AP that are built into 802.11 networks:

e Service set identifier (SSID)
e Media Access Control (MAC) address filtering
e Wired Equivalent Privacy (WEP)

One or all of these methods may be implemented, but
all three together provide a more robust solution. (Net-
work administrators may also choose not to implement
any of these methods.)

SSID

Network access control can be implemented using an
SSID associated with an AP or group of APs. The SSID
provides a mechanism to “segment” a wireless network
into multiple networks serviced by one or more APs.
Each AP is programmed with an SSID corresponding to
a specific wireless network. To access this network, cli-
ent computers must be configured with the correct
SSID. A building might be segmented into multiple net-
works by floor or department. Typically, a client com-
puter can be configured with multiple SSIDs for users
who require access to the network from a variety of dif-
ferent locations.

Because a client computer must present the correct
SSID to access the AP, the SSID acts as a simple pass-
word and, thus, provides a measure of security.
However, this minimal security is compromised if the
AP is configured to “broadcast” its SSID. When this
broadcast feature is enabled, any client computer that
is not configured with a specific SSID is allowed to re-
ceive the SSID and access the AP. In addition, because
users typically configure their own client systems with
the appropriate SSIDs, they are widely known and easily
shared. (It is strongly recommended that APs be config-
ured with broadcast mode disabled.)

MAC Address Filtering

While an AP or group of APs can be identified by an
SSID, a client computer can be identified by the unique
MAC address of its 802.11 network card. To increase
the security of an 802.11 network, each AP can be pro-
grammed with a list of MAC addresses associated with
the client computers allowed to access the AP. If a cli-
ent's MAC address is not included in this list, the client
is not allowed to associate with the AP.

MAC address filtering (along with SSIDs) provides im-
proved security, but is best suited to small networks
where the MAC address list can be efficiently managed.
Each AP must be manually programmed with a list of
MAC addresses, and the list must be kept up-to-date.
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This administrative overhead limits the scalability of this
approach.

WEP-Based Security

Wireless transmissions are easier to intercept than
transmissions over wired networks. The 802.11 stan-
dard currently specifies the WEP security protocol to
provide encrypted communication between the client
and an AP. WEP employs the symmetric key encryption
algorithm, Ron's Code 4 Pseudo Random Number Gen-
erator (RC4 PRNG).

Under WEP, all clients and APs on a wireless network
use the same key to encrypt and decrypt data. The key
resides in the client computer and in each AP on the
network. The 802.11 standard does not specify a key
management protocol, so all WEP keys on a network
must be managed manually. Support for WEP is stan-
dard on most current 802.11 cards and APs. WEP
security is not available in ad hoc (or peer-to-peer)
802.11 networks that do not use APs.

WEP specifies the use of a 40-bit encryption key and
there are also implementations of 104-bit keys. The en-
cryption key is concatenated with a 24-bit “initialization
vector,” resulting in a 64- or 128-bit key. This key is input
into a pseudorandom number generator. The resulting
sequence is used to encrypt the data to be transmitted.

Recently, WEP encryption has been proven to be vul-
nerable to attack. Scripting tools exist that can be used
to take advantage of weaknesses in the WEP key algo-
rithm to successfully attack a network and discover the
WEP key. The industry and IEEE are working on solu-
tions to this problem, and the Advanced Encryption
Standard (AES) has been identified as a possible re-
placement encryption technology for WEP.

Meanwhile, despite the weaknesses of WEP-based se-
curity, it can still be a component of the security
solution used in small, tightly managed networks with
low-to-medium security requirements. In these cases,
128-bit WEP should be implemented in conjunction
with MAC address filtering and SSID (with the broad-
cast feature disabled). Customers should change WEP
keys on a regular schedule to minimize risk.

For networks with high security requirements, the VPN
solution discussed in the next section is preferable. The
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VPN solution is also preferable for large networks, in
which the administrative burden of maintaining WEP
encryption keys on each client system and AP, as well
as MAC addresses on each AP, makes these solutions
impractical. In addition, because all clients and APs use
the same WEP encryption key, a lost or stolen client
system requires that all keys be changed.

The point at which the number of wireless client sys-
tems becomes unmanageable varies depending on the
organization’s ability to administer the network, the
choice of security methods (SSID, WEP, and MAC ad-
dress filtering) and its tolerance for risk. If MAC address
filtering is used on a wireless network, the fixed upper
limit is established by the maximum number of MAC ad-
dresses that can be programmed into each AP used in
an installation. In some cases, this upper limit is 255.
However, the manageable number of clients when us-
ing MAC address filtering is likely to be considerably
less than 255 clients for many organizations.

Figure 1 depicts WEP-based security with MAC address
filtering.
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Figure 1. 802.11 Security Using SSID, MAC Address
Filtering, and WEP



VPN Wireless Security

For business networks, a VPN solution for wireless ac-
cess is currently the most suitable alternative to WEP
and MAC address filtering. VPN solutions are already
widely deployed to provide remote workers with secure
access to the network via the Internet. In this remote
user application, the VPN provides a secure, dedicated
path (or “tunnel”) over an “untrusted” network—in this
case, the Internet. Various tunneling protocols, includ-
ing the Point-to-Point Tunneling Protocol (PPTP) and
Layer 2 Tunneling Protocol (L2TP) are used in conjunc-
tion with standard, centralized authentication solutions,
such as Remote Authentication Dial-In User Service
(RADIUS) servers.

The same VPN technology can also be used for secure
wireless access. In this application, the “untrusted” net-
work is the wireless network. The APs are configured
for open access with no WEP encryption, but wireless
access is isolated from the enterprise network by the
VPN server and a VLAN between the APs and the VPN
servers. (The APs should still be configured with SSIDs
for network segmentation.) Authentication and full en-
cryption over the wireless network is provided through
the VPN servers that also act as gateways to the private
network. Unlike the WEP key and MAC address filtering
approaches, the VPN-based solution is scalable to a
very large number of users.

Figure 2 shows how VPN connections can provide flex-
ible access to a private network. Remote workers can
use a dial-up, cable modem, or Digital Subscriber Line
(DSL) connection to the Internet and then establish a
VPN connection to the private network. Public wireless
APs in locations such as airports can also be used to es-
tablish a VPN connection back to the private network.
Finally, on-campus 802.11 wireless access can be im-
plemented via a secure VPN connection. The user login
interface is the same for each of these scenarios, so
that the user has a consistent login interface.

The VPN approach has a number of advantages:

e Currently deployed on many enterprise networks.

e Scalable to a large number of 802.11 clients.

e Low administration requirements for 802.11 APs
and clients. The VPN servers can be centrally ad-
ministered.
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Figure 2. 802.11 VPN Wireless Security

e Traffic to the internal network is isolated until VPN
authentication is performed.

e« WEP key and MAC address list management be-
comes optional because of security measures cre-
ated by the VPN channel itself.

e Consistent user interface in different locations such
as at home, at work, and in an airport.

A drawback to current VPN solutions is the lack of sup-
port for multicasting. See "Multicasting to Wireless
Clients” later in this article.

Another minor drawback is that roaming between wire-
less networks is not completely transparent. Users
receive a logon dialog when roaming between VPN
servers on a network or when the client system re-
sumes from standby mode.

It is highly recommended that all VPN client computers
be equipped with personal firewall protection. (See
“Firewall Protection” later in this article.)

Future Direction: Port-Based
Network Access With 802.1X

On the horizon is a draft IEEE standard, 802.1X, for ge-
neric, extensible port-based authentication. The
specification is general: it applies to both wireless and
wired Ethernet networks. In the context of an 802.11
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wireless network, 802.1X is used to securely establish
an authenticated association between the client and the
AP. Generally, the scenario would be as follows. The
user of an 802.11 wireless client system (rather than the
client system itself) requests access to an AP. The AP
passes the request to a centralized authentication serv-
er that handles the authentication exchange and, if
successful, provides an encryption key to the AP. The
AP uses the key to securely transmit a unicast session
or multicast/global encryption key to the client. At this
point, the client has access to the network, and trans-
missions between the client and AP are encrypted.
(Currently, WEP is the only encryption method support-
ed by the 802.11 standard, but AES is being considered
as a replacement method.) At this point, the user may
log on to the network domain. Figure 3 summarizes this
process.
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1. User requests authentication. AP prevents network access.

2. Encrypted credentials sent to authentication server (RADIUS).

3. Authentication server validates user and grants access rights.

4. AP port is enabled and WEP keys are assigned to client (encrypted).
5. Wireless client accesses general network services securely.

Figure 3. Possible Future 802.1X/
RADIUS Architecture

802.1X does not require a specific protocol for authen-
tication. Instead, it specifies that the Extensible
Authentication Protocol (EAP) will be used. EAP is an
encapsulation protocol that allows different authentica-
tion protocols to be selected and used. Effectively, EAP
serves as a conduit for other authentication protocols
such as RADIUS, Kerberos, and Secure IDs.

802.11 Wireless Security in Business Networks

The 802.1X draft standard also includes a management
specification for complete end-to-end management of
the 802.1X protocol.

The 802.1X approach has the following advantages:

e Standards-based.

e Flexible authentication: administrators may choose
the type of authentication method used.

e Scalable to large enterprise networks.

¢ Centrally managed.

e Encryption keys are dynamically generated and
propagated.

e Because authentication is central, rather than at
each AP, roaming can be made as transparent as
possible. At most, the user may be asked for alter-
nate credentials if an AP requires alternate identifi-
cation.

The 802.1X standard was finalized in June 2001 and fu-
ture Microsoft® Windows® operating systems are
expected to include native 802.1X support.

802.1X and VPNs

802.1X is designed to authenticate and distribute en-
cryption keys (currently WEP) between the wireless
client and an AP. It is not designed to be a generalized
VPN solution suitable for secure remote access. Thus,
VPNs are still required for remote access using public
APs (in airports or hotels) and from remote or home
offices.

Multicasting to Wireless Clients

Multicasting is a technique used to deliver data effi-
ciently in real time from one source to many users over
a network. In some large networks, a portion of the net-
work bandwidth is used for multicasting applications
such as streaming audio and video applications (press
conferences, training classes, and so forth) to groups of
users. These data streams, if “unicast” (that is, transmit-
ted individually) to each end user, would be a much
greater burden on the network. Multicasting uses net-
work bandwidth more efficiently by transmitting these
types of data as one common data stream over the
backbone. In most cases, network switches then deliv-
er individual data streams to each client connected to
them.



Multicasting requirements must be carefully consid-
ered when designingan 802.11 wireless network. While
multicasting is supported in 802.11 networks, current
bandwidth limitations at the AP, as well as WEP key
management issues, restrict the ability to deliver these
data streams efficiently and securely to wireless clients.
Current 802.11b (also referred to as Wi-Fi) APs have a
maximum theoretical bandwidth of 11 Mbps, which
must be shared by all clients accessing the AP. Depend-
ing on its volume, multicasting traffic can reduce the
AP's available bandwidth significantly. In addition, if
WEP encryptionis used to secure the wireless network,
a separate key must be configured on each client to
support multicasting (in addition to the key required for
unicast traffic). Further, current VPN solutions only sup-
port multicast by unicasting the data stream individually
to each wireless VPN client. Because of these limita-
tions, multicasting to wireless clients can be
problematic in real-world, secure deployments.

The 802.1X draft standard addresses some of these
multicasting issues by enabling dynamic encryption key
management. Keys can be issued and managed in real
time—provided authentication succeeds—so that dy-
namic multicast key distribution becomes possible in
large organizations.

Firewall Protection

In addition to the security solutions presented in this ar-
ticle, all 802.11 client systems should be equipped with
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personal firewall software protection. Like PCs with “al-
ways on” cable modem and DSL Internet access
connections, 802.11 clients can be vulnerable to hacker
attacks from other users connected to the AP. The na-
ture of these attacks may vary, but the goal of firewall
software is to protect the roaming user's confidential lo
cal data against as many possible attacks as are
currently known and understood.

Summary

As 802.11 networks proliferate and mature, robust se-
curity solutions are required. The basic 802.11 security
solutions that are available “out of the box”"—SSID,
MAC address filtering, and WEP—are suitable for small,
tightly managed networks with low-to-medium security
requirements. For networks with high security require-
ments, the weaknesses in WEP encryption require a
more robust solution. In addition, the manual task of
maintaining MAC addresses and WEP keys becomes
overwhelming as the number of wireless clients in-
crease. For larger networks, or for networks with high
security requirements, a VPN solution based on current-
ly available technology provides a very scalable solution
for 802.11 networks. VPN for wireless is also a logical
extension of the remote access VPN capability found in
most large businesses today. Finally, on the horizon is
802.1X, a standards-based solution for port-level au-
thentication for any wired or wireless Ethernet client
system.
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